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ITIOJINTUKA 3A JINUYHUTE JAHHHN

"IOnutrep Codt" EOO]] 3ammTaBa MOBEPUTETHOCTTAa HA JIUYHUTE JAHHH, KOUTO
o6paboTBa ¢ HaKl-BHCOKAa CTele€H Ha TPHUKA B CHOTBETCTBHE C Ha-BHCOKHTE
HanuoHanuu, EC 1 MeXyHapoHU CTaHAapTH.

[Tpu Bamero obiryBaHe ¢ Hac, Bue moske 1a cozieniute inaHa uH@OpMaIus, KOITo
Jla HU TOMOTHeE Jia BU uaeHTUdUUIHpaMe (Hamp. uMe, UMe, aapec, TejaedoHeEH
HoMep). ToBa ce Hapuya ,,JITUYHU JaHHU®.

Hacrosiimata mo/JIMTHKa IIOCTaBsI OCHOBHHUTE IPUHIIUIIM Ha 3alATa Ha JIMYHHUTE
JaHHM, KakTo U HoBUsA GDPR Standard, xoiiTo Hasiara Jopu MO-BHCOKO HHBO Ha
3ammuTa oT crpaHa Ha ,,JOmurep Codpt“ EOO/I.

Tazu [TosmmTHKA MOKe /1a TPETHPIIN BCAKAKHB BUJI TPpoMeHH, KOUuTo ,,JOnurep Codpt*
EOOQO/1 6u npennpuerio.

CBBbP2KETE CE C HAC

“IOnurep Codpt” EOO]] neiictBa KaTO aJMHHUCTPATOP HA JIMYHHU JAaHHU, KOUTO
00paboTBa B paMKuTe Ha Hacrosmara [loJimTrKa 3a TUYHU TaHHU.

B coyuaii Ha BBIIpOCH OTHOCHO HacTosmaTa [ToJTuThKa, MOJISI CBhPIKETE Ce C
,10muTep Codpt“ EOO/I mo numetisn Ha p.nevrokopliev@jupitersoft.info .

JIMuHM JaHHU

,10muTep Codpt“ EOO/I 61 MorJio /1a 06paboTBa HAKOU OT CIEAHUTE THIIOBE JIUUHU
JaHHU:

» obOyuaBamute ce B ,,JOmutep Codpt“ EOO/I;

* OHJIAHH perHuCTpUpaHU IOTpeduTeu Ha miaTdopmure Ha ,,JOmutep Codpr*
EOO/;

* JIMYHUTE JJAaHHHU Ha >KaJ0OoIIofaTeInuTe, Ha JIMIA, KOUTO Ca BJIE3JIM B IMCMEHA
kopecnonziennus ¢ ,,JOmurep Codt“ EOO/] mau ca mpegocTaBUIM TOKyMEHTH,
CBhABPIKAIIY TEXHUTE U/WIHU Yy>K/IU JINYHU JJAaHHU, U HA IPYTH JINIA, KOUTO ca ce
cebp3anu ¢ ,,JOnurep Codpt* EOO/I B kauecTBOTO ¥ Ha aIMUHUCTPATOD Ha JIaHHU;

* napyra uHdopmarus, ch0paHa Ha XapTHeH HOCUTEJI UJIU B eJIEKTPOHEH BU/JL 32
rocetTuTesNu B carita Ha ,,JOnmuTep Codpt* EOO/I;

UH®OPMAINA, KOATO CHhBUPAME ITPU BAIIIETO
MMOCEIEHUE HA UHTEPHET CTPAHUIIUTE HA , IOnuTep
Codt“ EOO/]

Hzron3BaMe OMCKBUTKU U Apyru 1nmpodiendaBaniy TEXHOJIOTUHN, KOUTO C’b6I/IpaT
OIIpeaEJIEHU BUIOBE I/IH(bopMaI_II/IH, KOraTo 1moceniaBaTe Hallilu'T€ NHTEPHET
CTpaHUIIU. MOJIH, 06'preTe ce KbM HaIllaTa IIOJIMTHKA 32 OMCKBUTKU 3a
I/IH(i)OpMaIII/IH OTHOCHO T€3U TEXHOJIOTUHU U Balure IIpaBa B Ta3u BP'b3KaA.
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ITPABHO OCHOBAHWE 3A OBPABOTBAHE HA
BAIIINTEJAHHUA

ChbImiecTBYBaT Ha-pa3IMYHU ITPABHU OCHOBAHUSA, KOUTO HU ITO3BOJISABAT /1A
oOpaboTBame BalIuTe JUYHH JIAHHY, 3aKOHOCHOOPA3HO U B CUHXPOH C
M3MCKBAaHUATA HA PeTJIaMeHTa 3a 3aIlUTa Ha JIMYHUTE JaHHU. ToBa Moxe 1a
ce CJIy4H IO CJIeJTHUTE HAaUUHU:

 JlerutumeH HHTEpEeC

L,10muTep Codpt“ EOO/I moke nma obpaborBa Bamure maHHU, KOraTo TOBa €
He0OX0IMMO 3a U3ITHIHABAHETO Ha JIETUTUMHUTE WHTEpEeCH Ha KOMITAHUSTA WIH 32
Te3U Ha TPETO JIMIIE, OCBEH B CJIy4aH, B KOUTO GyHAaMEHTATHUTE YOBEIIKH IIpaBa 1
cBOOOM HAJIEIsABAT HaJl TOPECIIOMEHATUTE UHTEPECH M TOBAa M3WCKBA 3all[UTa Ha
JINYHUTE JTaHHU.

« Cworiacue

[Tpu ompenesieHN OOCTOATENICTBA, 1€ Ce HAJIOXKU J]a Ce CIOO0MEM C U3PUYHOTO BU
chIJIacye IPEAN J1a PeIpUeMeM JAEHHOCT, KOATO BKIOYBA 00paboTBaHe Ha BaIIIUTE
Jn4HU JaHHU. ToBa 03HauaBa ue:

o Tpsbsa na HU a/IETE CHIVIACUETO CHU CBOOOIHO M3pa3eHo, Oe3 HalIa
HaMmeca;

o TpsbBa ma 3HaeTe ¢ KAKBO Ce ChIJIACSBATE, 3aTOBA II€ CE YBEPUM Ue CMe
Bu npegocraBwin 1ocTaThuHO WHMOPMAITHS;

o Ot Bac TpsOBa Jja ce U3UCKa J]a ce ChIVIacsABaTe caMo C eHa 0OpaboTKa
Ha JJAaHHU B KOHKPETEH BPEMEBU IEPHO/] — ITOPAJIA Ta3H MPUYNHA
n30sATBaMe J1a ,HaTpyIlBaMe" ToJisiM OO chIyiacusl, 3a /1a ce u30erHe
CJIy4ad, B KOUTO He CTe HAIThJTHO CUTYPHU C KaKBO Ce ChIJIacsBaTe U

o TpsbBa ga mpemocTaBUTE CHO U KOHKPETHO ChIJIacHe, KOTaTo HU
JlaBaTe CBOETO ChIJIACHE — 3a Ta3H I1eJI BEPOSITHO IIE ce U3I10JI3Ba
,KYTHHKa“ B KOSITO /ia ,,TUK-HeTe" /0TOeIe’KUTe BaIlleTO ChIJIACHE 10
SICEH U HEJIBYCMHUCJIEH HAUMH.

* HM3mbaHeHUue HAa HAIIUA JOTOBOP

B makowu ciydai, 1e ce Hasiara a oopaboTBame BalllUuTe JUYHU JIAHHU, 32 /1 MOKEM
Jla USMBIHAM JIaJieHu 3ab/DKEHHs, YIIOMEHaTH B JIOTOBOpA HH WM 3a Jia
MpeAIprueMeM HEOOXOIMMUTE CTHITKH, 32 O'b/IEI0 MOAIUCBAHE HA JIOTOBOP.

+ CwoTBercrBHE C IIPpaBHUTEC U3NCKBAHUA

O06paboTBaHeTO HA JINYHUTE BU JIAHHU CHINO OM MOTIJIO J1a Ob/le HeoOX0IMMO, 3a Ja
Moxke ,JOmmTep Codt“ EOO/l ma ce cpobpa3u ChC M Jla U3IIBJIHU OIPeNeIeHU
IIPaBHH 3abJIXKEHHUsI, KaTO IIPUMep 3a ToBa OM MOIJIO Ja Ob/e MCKaHe OT JaHbUyeH
OpraH WX OYaKBaHU ChAEOHU CIIOPOBE.



He cMmsATaMe 4e HAKOUM OT TOPECIIOMEHATHUTE JEHHOCTH OMXa JOIPUHECIHN 3a ITOBOJT 3a
chbMHeHHe oT Bamia ctpaHa. Brlpeku ToBa, Bue ©MaTe IIPaBOTO /ia HE Ce ChIJIACUTE C
obpaboTBaHe Ha BaruTe IMYHU JaHHU B KOHKPETHHU CUTYaIlHH.



ITPTHIIUIIN HA OBPABOTBAHE

,10murep Codpt“ EOO/I 06paboTBa JUUHU IAHHU IIPU II'bJIHO CIIa3BaHE Ha CJIETHUTE

IIPpUHIUIIN:

3axoHocwobpasrocm,

dobpocweecmHocm
npospavHocm

OapaHuquue Ha uesiume

Csex0OaHe Ha OaHHUmMe 0o

MUHUMYM
ToyHOCM

OepaHuyeHue
CbXpaHeHuUemo

LisnocmHocm u
rosepumersiHocm

OmuyemHocm

Ha

Jlnunute nanHU ce 06paboTBAT 3aKOHOCHOOPA3HO,
ZI0OPOCHBECTHO U I10 TPO3pavyeH HAUMH 10 OTHOIIIEHNE
Ha cyDeKTa Ha IaHHUTE.

Jluunute maHHU ce 0O0pabOTBAT 3a KOHKPETHH,
M3PUYHO YKa3aHW U JIETUTUMHU IIeJIM U He ce
00paboTBaT MO-HATATHK 110 HAYUH, HECHBMECTHM C
TE3U IEJH.

JludHUTE JAHHY Ca MTOAXOJIAIIY, CRbP3aHU ChC U
OTpaHHYEHU /10 HEOOXOAMMOTO BbB BPb3Ka C IEJIUTE,
3a KOUTO ce 00paboTBar.

JIuuHUTE JAHHU ca TOYHU U MPU HEOOXOAUMOCT
TpsiOBa /1a Ob/IAT MOAABPKAHY B aKTYaJIEH BU/I.
JInyHUTE JaHHU ce ChbXpaHABaT BbB (popMa, KOSATO /1A
[I03BOJIABA WIEHTUUIMPAHETO Ha cyOekTa Ha

JIAHHHTE 32 [IEPUO/I, HE MO-ABJIBI OT HEOOXOITMOTO 32
IIeJINTE, 32 KOUTO ce 00paboTBaT JUUYHUTE JIaHHU.
Jlnmynute maHHU ce 0OpabOTBAT MO HAYMH, KOWUTO
rapaHTHpa IOJXOZSAI0 HUBO HAa CHUTYPHOCT Ha
JIMYHUTE JIaHHY, BKJIIOYUTESTHO 3aIlUTa CpPEILy
Hepas3pelleHo WK He3aKOHOCH00pa3Ho 00paboTBaHe
U cpellly cjaydyaiiHa 3ary0a, YHUIIIOKaBaHe WJIN
MIOBpE’K/IaHe, KaToO ce MPUJIarat MOAXO/IAIIIN
TEXHUYECKU WJIM OPTAaHU3AIIMOHHU MEPKHU.

,I0murep Codpt“ EOO/I, KaTo afAMHUHHUCTPATOp HAa
JIAHHU HOCH

OTTOBOPHOCT U TPsA0OBA /]a € B ChCTOSTHUE /1A JIOKaXKe
CIIa3BaHeTO Ha IMPUJIOKUMUS 3aKOH 3a

3all[UTa Ha TaHHUTE.



PEI'ICTPU HA OBPABOTBAHUWTE JINYHU JAHHN

,10murep Codt* EOO/] mobp:ka HaJIMIUETO HAa BH3MOXKHOCT 3a OOII Imperjes Ha
BCUYKH JIEHHOCTH MO 00paboTBaHe B paMKHUTe Ha JAPYKECTBOTO (HAIp. KaKBHU
KaTerOpHUH JIAaHHHU ce 00paboTBaT, OT KOTO (KOU OT/IeJIM WJIN CTOIAHCKHU €IMHUIA) U
3a KO OCHOBHH I1eJTH Ha 00paboTBaHeTo (,,Perrcrpu 3a o6paboTBaHeTO )

Perucrpute 3a 06paboTBaHETO MOCOYBAT U3PUYHO 3aKOHHOTO OCHOBaHHE U 1eJi(i)
Ha oOpaboTKara.

CBEXKJIAHE HA TAHHUTE 10 MNHUMYM

,10mutep Codpt“ EOO/I 06paboTBa JIMYHU JaHHU CAMO U JIOKOJIKOTO T€ Ca IMOIXOIAIIH,
CBBP3aHU ChC

1 OTPAHUYEHH 10 HeOOXOAMMOTO 3a IIOCTUTAHE Ha IeJIUTE, CBbP3aHU C ThProBcKaTa
JIEHHOCT.

Bcuuku JOMBJIHUTETHY JIMUHU IaHHU, KOUTO Aocturat 70 ,,lOnutep Codt* EOO/]
(yMHIILUIEHO WM CJIy4alHO) OT JIPYT M3TOYHHK, pPa3jiMdeH OT CyOeKT Ha JaHHHU,
TpsIOBa J]a Ce CYUTAT 32 MHITUEHT BbB BPb3Ka ChC 3aIUTATA HA JUUYHUTE JAHHU U Ja
ObAAaT JOBEJIEHU /10 3HAHUETO Ha CJIY>KUTEJINTE T10 3allUTa Ha JIUYHUTE JIAaHHU.

OI'PAHNYEHUE HA IIEJINTE

L0murep Codt“ EOOJl o6paboTBa JWYHM JaHHU 3a IeJIUTe, 3a KOUTO
I'bPBOHAYAIHO ca Owin chOpanu (rbpBoHAYaIHA Iien). JIMUYHUTE TAHHU MOTaT J1a
ObmaT 00paboTBaHU 3a IIeJIH, PA3JIMYHH OT I'bpBOHAYaHATA 1€l (BTOPUYHA I1eJT),
caMoO aKO BTOPUYHATA IIeJT

€ ChbBMECTHMa U TSICHO CBbp3aHa C I'bpBOHAYATHATA I1eJI, KAaKTO Ts ce pa3dupa oT
ChOTBETHHSA CYOEKT HA JTaHHH.

Beska mpoMmMsHa B ITbpBOHAuUaHATa Iies1 Ha oOpaboTBaHeTO Ie Obje OlleHsABaHa
BHUMATEJIHO U Ile O'bJle KOHCYJITHPaHA C OTTOBOPHUS CJIY:KUTEJN 110 CUTYPHOCTTA HA
JINYHUTE JTAHHU, TIPE/TH JIa CE U3BBPIIIH IM0-HATATHIITHO 0OpaboTBaHe.

TOYHOCT U ITOBEPUTE/IHOCT

Bcuukn smmuau ganau, obpaborBanu ot LHOmurep Codt* EOO/L TpsibBa ma 6baar
CHhXPaHSABAHU TOYHH, ITHJIHU U B aKTyaJIeH BUJ[, KAKTO € HeOOXOMMO 3a IeIUTe Ha
obpabotBaneto. Ilepconamst Ha ,JOnurep Codt“ EOO/] TpsiGBa Aa ce yBepu, ue
JINYHUTE JAHHMY, TIOJIyYeHU MPSAKO OT CyOEKTUTE Ha JAHHU WJIM 110 KOCBEH HAYMH, Ca
IIPOBEPEHU ChC CHOTBETHATA JOKYMEHTAIHS.

LO0murep Codt* EOOJl TpsbBa ma wu3moa3Ba MOAXOAAINA TEXHUYECKH U
OpTraHU3aIMOHHN MEPKHU 3a 3all[iTa Ha JIMYHUTE JAaHHU, BKJIIOUUTESTHO U KOTaTo
TPETH CTPAaHU Ce 3aHMMaBaT C 00pabOTBaHETO HA JIMYHU JAaHHH OT UMETO Ha
,10muTep Codpt“ EOO/.



OI'PAHUYEHUE HA CbXPAHEHUETO

,10mutep Codpt“ EOO/] 3amma3zBa IMYHUTE JaHHU B €JIEKTPOHEH BHUJ] CAaMO 3a
KOHKpeTeH cpok (,Cpok Ha 3ama3BaHe), KOUTO BbB BCEKU CIydall HAMA Jja
Ha/IBUIIIABA:

* BpeMeTO, HeoOXOIMMO 3a IIOCTUTAHe Ha I1eJiTa Ha 00paboTBaHETO, UIH

* CpOKa, HeOOXOJIUM 3a CIIa3BaHe HA N3NCKBAHUATA 3a 3aIIa3BaHE 110
IPUJIOKUMOTO BBTPEITHO 3aKOHO/IATEJICTBO, HJIH

* TOBA, KOETO € MPENOPBHYUTETHO BHB BPH3KA C MPUJIOKUMUS CTATYT HA
OrpaHUYEHUs.

TPAHCOEP HA JIMYHUN JAHHHN

IIpu ochinecTBABaHE Ha ThproBckara cu sieiiHocT ,J0murep Codt“ EOO/I Moxke na
mpejiaBa JJaHHU Ha CBbP3aHHU JIMIA WK Ha TPETU CTPAHU CaMO CJIeJ] KaTO rapaHTUpa,
ye 3aluTaTa ¥ CUTYPHOCTTA Ha JaHHUTE ca 00e3IeYeHH 10 MOAXOAAI] HaUKH.

[Ipu mipesiaBaHe HA JTUYHU JJaHHU HA TpeTa crpana uspbH EC/EUII HOnuTtep Codpt*
EOO/ rapanTupa, 4ye ca HajuIle 3a/bJIKUTEIHU IIpaBUJia B CIOpa3yMeHUe WU JIpyT
MICMEH JIOKYMEHT, KOUTO U3UCKBAT OT TpeTaTa CTpaHa Jla MPeAOCTaBU MOAXO AN
rapaHIMY 32 3alUTaTa Ha JINIHUTE JaHHU.

HAPYIHIEHUWUE HA CUT'YPHOCTTA HAJIMYHUTE JAHHUN

Bcumuku HapymeHms Ha CUTYpHOCTTa / 3alUTa Ha JaHHUTE TpsOBa f1a Obaar
chOOIIAaBAaHM Ha CJIYXKUTeJIs IO 3alUTa Ha JIaHHWTe He3a0aBHO CIHOpe/
M3UCKBAHUATA HA 3aKOHA.

ITPABA HA ®PUSNYECKHU JINITA

ChryiacHo 3akoHa 3a 3allluTa Ha JIMYHUTE JAHHU CyOEKTHUTE Ha JIAHHU UMAT CJIEJHUTE
WHUBU/IyaJIHU IIPaBa BbB Bph3Ka ¢ 00pabOTBAHETO HA JIMUHUTE UM JTaHHU:

ITPABO HA JOCTBII [IpaBOTO Ha AOCTBHII IO JINIHUTE JIAHHHU, 00PabOTBAaHU OT
rpymnara ,,JOrmurep Codpt“ EOO/I miu oT Tpera cTpaHa — OT
umeroHa ,,JOmurep Codpt“ EOO/I.

ITPABO HA IIpaBoTo 12 6pIAT U3MEHEHU WIN U3TPUTU HETOUHU WU
KOPUT'MPAHE HEIThJIHU JIUYHU JAaHHU.

ITPABO HA U3TPUBAHE | IIpaBoTo /1a ObaT OKOHYATETHO IPEMAXHATH JINYHU JJAHHH.

[IpaBoto xa nouckar ot ,,}JOnurep Codpt“ EOO/] BpeMeHHO Wi
ITPABO HA OKOHYAaTEeJHO

OT'PAHNYABAHE HA Jla TIpeKpaTtu 00pabOTBaHETO Ha BCHUYKU WM HSIKOH OT
OBPABOTBAHETO JIMYHUTE TAHHU Ha CyOeKTa Ha JaHHUTE.






ITPABO HA
I[TPEHOCHUMOCT HA
JAHHUTE

ITPABO HA
Bb3PA’KEHUE

ABTOMATHU3MPAHO
B3EMAHE HA
PEHTEHWA

IIpaBoToO /1a MoJTy4YaT JIMUHUTE CH IAHHU B CTPYKTYPHUPAH,
MINPOKO W3IOJI3BaH, MPUTO/JEH 3a MAIUHHO 4YeTeHe U
OIlepaTUBHO ChBMeCTUM (opMaT, AaBalll UM BH3MOKHOCT
JIMYHUTE UM JIaHHHW Ja ObJaT MpefoCTaBeH!U Ha JPYT
aIMUHHCTPATOP Ha JAHHU OT CaMUTe TAX WK OT ,,lOonurep
Codt“ EOO/I.

[IpaBwio: WM3IMOJI3BAUTE TOJXOAINA TEXHUUYECKH U
OpraHu3allMOHHN MEPKU 3a 3allluTa Ha JIUYHUTE JaHHU,

BKJIIOUUTEJIHO W KOraTO TPETHU CTpaHU C€ 3aHuMaBaT C
00paboTBaHETO HA JINYHU JAHHU OT UMeTO Ha ,,;OmuTep
Codt“ EOO/I.

ITpaBOTO Ha BBH3paAKEHHE CPelLy 00paboTBAHETO HA IMUHUTE
UM JaHHU, KOrato oOpabOTBaHETO ce OCHOBaBa Ha
ChOOpa’KEHHUsA OT OOIIECTBEH WHTEPEC WJIM JIETUTHMEH
WHTEpeC, WIN ce 00paboTBaT 3a IEJIUTE HA JTUPEKTHHS
MapKeTUHT.

IIpaBo 1a He O6B/IAT OOEKT HA pellIeHre, OCHOBAHO €/TMHCTBEHO
Ha aBTOMaTH3HUPAHO B3eMaHe Ha HHAUBUAYAHH PEIeHuUs,
BKJIIOUHTETHO IIPO(UIHpaHe, KOETO [MOpask/ia IpaBHO
MOCJIEACTBYE MJIN T'M 3aCsra B 3HAUUTEIHA CTEIEH.



PRIVACY POLICY

Jupiter Soft Ltd ensures and safeguards the privacy of the personal data it processes
with utmost care and in accordance with the highest national, EU and international
standards.

When you interact with us, you may share personal information with us which helps
us to identify you (e.g. name, email address, address, telephone number). This is

known as “personal data”.

This Policy sets out the common privacy principles, as well as the new GDPR
Standard, which requires an even higher level of compliance from Jupiter Soft Ltd.

This draft Policy is strictly subject to any changes that Jupiter Soft Ltd wishes to take.

CONTACT US

Jupiter Soft Ltd acts as “data controller” for the personal data it processes in the
framework of this Privacy Policy.

Should you have any questions about this Policy then please contact Jupiter Soft Ltd
Compliance at p.nevrokopliev@jupitersoft.info.

PERSONAL DATA

Jupiter Soft Ltd may process, inter alia, one or more types of the following personal
data:

+ students which are being trained at Jupiter Soft Ltd;

+ online registered users of the platforms of Jupiter Soft Ltd;

* the personal data of the complainants, persons who entered in a written
correspondence with Jupiter Soft Ltd or deposited with documents containing
their and / or foreign personal data and of other persons who, in any case, have
contacted Jupiter Soft Ltd in its capacity of a data controller, and

* Other information collected electronically for visitors in the Jupiter Soft Ltd s
website.

DATA THAT WE COLLECT WHEN YOU INTERACT
WITH JUPITER SOFT LTD SITES

We use cookies and other tracking technology which collect certain kinds of
information when you interact with our site. Please see our Cookie Notice
for information on these technologies and your rights in relation to them.
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LEGAL BASIS FOR US PROCESSING YOUR DATA

There are a number of different grounds that we are lawfully able to process your
personal data under the requirements of the EU Data Protection law, as follows:



+ Legitimate interests

Jupiter Soft Ltd may process your data where it is necessary for the purposes of the
legitimate interests pursued by Jupiter Soft Ltd or by a third party, except where such
interests are overridden by the interests or fundamental rights or freedoms, which
require protection of personal data.

« Consent

In certain circumstances, we will seek to obtain your explicit consent before we
undertake certain processing activities with your personal data. This means that:
o you have to give us your consent freely, without us putting you under
any type of pressure
o you have to know what you are consenting to — so we'll make sure we
give you enough information
o you should only be asked to consent to one processing activity at a time
— we therefore avoid "bundling" consents together so that you don't
know exactly what you're agreeing to, and
o you need to take positive and affirmative action in giving us your consent
— we're likely to provide a tick box for you to check so that this
requirement is met in a clear and unambiguous fashion.

 Performance of our contract

In some case, we will need to process your personal data in order to execute the
obligations under our contract or in order to undertake the necessary steps to enter
into a contract.

« Compliance with legal obligation

Processing of your personal data may also be needed for compliance with a legal
obligation to which Jupiter Soft Ltd is subject, for example, because of a request by a
tax authority or in connection with any anticipated litigation.

We do not think that any of the above activities prejudice you in any way. However,
you do have the right to object to us processing your personal data in certain
circumstances.

PRINCIPLES OF PROCESSING

Jupiter Soft Ltd shall process Personal Data in full observance of the following
principles:

Lawfulness, Personal Data shall be processed lawfully, fairly and in a
fairness and transparent manner in relation to the Data Subject.
transparency

Personal Data shall be collected for specified, explicit and
Purpose limitation  legitimate purposes and not further processed in a manner
that is incompatible with those purposes.



Personal Data shall be adequate, relevant and limited to what
Data minimization | is necessary in relation to the purposes for which they are

processed.

Personal Data shall be accurate and, where necessary, kept up
Accuracy to date.

Personal Data shall be kept in a form, which permits
Storage limitation | identification of Data Subjects for no longer than is necessary

for the purposes for which the Personal Data are processed.

Integrity and  Personal Data shall be processed in a manner that ensures

confidentiality appropriate security of the Personal Data, including protection
against unauthorized or unlawful processing and against
accidental loss, destruction or damage, using appropriate
technical or organizational measures.
Jupiter Soft Ltd, as Data Controller shall be responsible for,
and be

Accountability able to demonstrate compliance with the applicable
Data Protection Law.

RECORDS OF PROCESSING

Jupiter Soft Ltd shall maintain an overview of all Processing activities within the
organisation (e.g. what kind of data categories are being processed, by whom (which
departments or business units) and for which underlying purposes of processing
(“Records for Processing”).

The Records of Processing shall explicitly state the Lawful Basis and Purpose(s)
of Processing.

DATA MINIMIZATION

Jupiter Soft Ltd shall Process Personal Data only if and to the extent it is adequate,
relevant and limited to what is necessary to achieving business-related purposes.

Any additional Personal Data, which reaches Jupiter Soft Ltd (either intentional or
accidentally), from other source than Data Subject, is to be treated as a data privacy
incident and brought to the attention of the privacy officers.

PURPOSE LIMITATION

Jupiter Soft Ltd shall Process Personal data for the purposes for which it was
originally collected (original purpose). Personal Data may be Processed for purposes
different from the original purpose (secondary purpose) only if the secondary
purpose is compatible and closely related with the original purpose, as understood by
the Data Subject concerned.

Any change in the original Purpose of Processing will be assessed carefully and will
be consulted with the responsible privacy officer, before executing any further
Processing.



ACCURACY AND CONFIDENTIALITY

All Personal Data processed by Jupiter Soft Ltd must be kept accurate, complete and
up-to-date as is necessary for the Purpose(s) of Processing. The personnel of Jupiter
Soft Ltd shall make sure that the Personal Data obtained directly from Data Subjects
or indirectly is verified against relevant documentation.

Jupiter Soft Ltd shall use appropriate technical and organizational measures to
safeguard Personal Data, including when third parties are engaged in processing
Personal Data on Jupiter Soft Ltd’s behalf.

STORAGE LIMITATION

Jupiter Soft Ltd shall retain Personal Data in electronic form only for a specific
period (“Retention period”), which in any case will not be longer than:

* the time needed to accomplish the Purpose of Processing, or

 the period necessary to comply with an retention requirements under the
applicable domestic legislation, or
« as advisable in light of an applicable statute of limitations.

TRANSFERS OF PERSONAL DATA

In the exercise of its business activities, Jupiter Soft Ltd may transfer data with third
parties only once it makes sure that data privacy and security is guaranteed
appropriately.

When transferring Personal Data to a third party country outside the EU/EEA, Jupiter
Soft Ltd shall ensure that binding rules, in agreement or otherwise, require to the third
party to provide adequate guarantees for the protection of Personal Data are in place.

PERSONAL DATA BREACH

All information/data breaches must be reported to the responsible privacy officer
immediately as per the applicable requirements of the law.

INDIVIDUAL RIGHTS

Under Data Protection Law Data Subjects have the following Individual rights with
respect to the processing of their personal data:

RIGHT TO ACCESS The right to access to the Personal Data processed by Jupiter
Soft Ltd or by a third party vendor on behalf of Jupiter Soft.



RIGHT TO
RECTIFICATION

RIGHT TO ERASURE

RIGHT TO RESTRICTION
OF PROCESSING

RIGHT TO DATA
PORTABILITY

RIGHT TO OBJECT

AUTOMATED DECISION
MAKING

The right to have inaccurate or incomplete Personal Data
amended or erased.

The right to have Personal Data permanently removed.

The right to request that Jupiter Soft Ltd temporarily or
permanently suspends Processing all or some of Personal Data
of the Data Subject.

The right to receive their Personal Data, in a structured,
commonly used, machine readable and interoperable format,
giving them the ability for their Personal Data to be provided

to another Data Controller by themselves or the relevant
Jupiter Soft Ltd. Rule: Use appropriate technical and
organizational

measures to safeguard Personal Data, including when third

parties are engaged in processing Personal Data on Jupiter
Soft Ltd’s

behalf.

The right to object to the processing of their Personal Data
when such processing is based on a public interest or
legitimate interest grounds, or is processed for the purposes of
direct marketing.

The right not to be subject to a decision based solely on
automated individual decision-making, including profiling,
which produces a legal effect or significantly affects them.



